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ABSTRACT

The article describes the mangle method used to mark packets and connections, as well as several
special changes that can be applied to network traffic passing through the MikroTik firewall. The
apparatus for generalized networks was used to describe the processes of the method. Generalized
networks are used by means of constructing flexible and structured models of systems in which time-
parallel processes consisting of multiple interacting components take place.
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INTRODUCTION

The mangle rule is used for packet and
connection marking as well as a few special
changes that can be applied to traffic passing
through the MikroTik firewall.

Mangle rule is a kind of 'marker' that marks
packets for future processing with special marks.
Many other facilities in RouterOS make use of
these marks, ¢.g. queue trees, NAT, routing.
They identify a packet based on its mark and
process it accordingly. The mangle marks exist
only within the router, they are not transmitted
across the network.

In the present research we develop
Generalized Net [1, 3] models for marking
packets for further processing. Indexed matrices
are used to describe the states of the token [2].
The generalized network is built of many
transitions, containing conditions under which
the nuclei pass from the input to its output places
[1, 3].

EXPOSITION

The main functions that are available there
are to place special marks on packages or links.
Depending on the type of marking, bookmarks
can be used for other services within the router
itself. For example, packet marking, links, and
routing marks can be used as filter conditions,
packet marking can be used in Queues quality
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management or QoS, and routing marks in
routing tables. Under the terms of the Mangle
policy, predefined chains are also available that
determine when to place the marker. The chains
are:

* Forward - marking is performed before a
filter in the forward chain;

* Input - marking is performed before a filter
in the input circuit;

* Output - marking is performed before a
filter in the output circuit;

* Postrouting - marking is performed before a
filter in the src-nat circuit;

* Prerouting - marking is performed before a
filter in the dst-nat circuit;

Diagram mangle rule for packet
connection marking is shown in Fig. 1.

The actions that can be performed after
creating appropriate conditions are twenty, and
those that place markers are:

» mark-connection - puts a marker, which is
set to the parameter new-connection-mark, on
the whole connection, for which compliance is
found in the conditions;

» mark-packet - places a marker, which is set
to the new-packet-mark parameter, on each
package for which compliance with the
conditions is found;

» mark-routing - sets a marker that is set to the
new-routing-mark parameter. Such tokens are
used in managing the routing process through
policies.

and
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In place /;; token o with characteristic
“received package for chain forward™.

What follows is a description of the
transitions of the net.

The transitions have the following
description:
Zy = Liay, U, Ly, Ry VU, L)),
Where:

| hy Ly
R =1, | false true
Lyg | Wy 0, true

W, .., = “there is a package from a forward
chain”.
When the predicate #; , has truth value

“true” the a token from place /;; enters place L.
with characteristic “request to forward chain”.

ZZ = <{112: LZA}: { 121: 122: LZA}: R2 V(ZIZ: LZA)):
Where:

| I I3 Lyy

Ry,=1, | false  false true

Loy \ Wi, 0, Wiy, Urue

W, ., = “bridge decision is rejected”,

W, , =“bridge decision is allowed”.
24-022

In place /;> token a obtains the characteristic
“available is package from bridge decision”.
After transition o token enters /,, the place
obtains the characteristic “allowed incoming
package”.

ZS = <{122: L3A}: {131: 132: L3A}: R3 V(ZZZ: L3A)>:

Where:
| I3 L Ly
Ry=1,, | false false true
L3A W[/}AJSI W122>132 true

Wy, .1, = verified TTL is reject”.
Wy, .1, = verified TTL is allowed”.
A>032

In place /5, token a obtains the characteristic
“verified the incoming package from TTL”.
After transition o token enters /3 the place
obtains the characteristic “allowed TTL from
package”.

Zy= ({32, Ly}, $1as Laa}s Ry V(52 Lya)),

Where:

| ls Lyy
R,=1;, | false true
Loy | Wy, 4, 1true

WL4A

In place /5, token o obtains the same
characteristic “allowed TTL from package”.
When the predicate #;, , has truth value “true”

= “packed is marked”.

a1

the o token from place /;; enters place with
characteristic “marked packed with mangle rule”.

Zs = ({Lu}, Usiy, RsV(Ly)),
Where:

151
R =
’ 141 Wl41>151

W, ., = “filter forward is available”.
When the predicate #, ;, has truth value

“true” the o token from place /5; enters place
with characteristic “proceed filter forward”.

Zs=({Us1}, Ui, ReVUs))),
Where:

161
R, =
o 151 W151,161

_ o«

151>161 -

When the predicate #, , has truth value

accounting is available™.

“true” the o token from place /s enters place
with characteristic “accounting”.

CONCLUSION

Creating complex tasks related to traffic
authorization, routing through policies, etc.
impose a requirement to work with various
clements of RouterOS. This type of tasks
requires not only to achieve the desired result,
but also to optimize the available resources to
attain good results.

The presented GN model describes the place
of special marks on packages or links depending
on the type of marking or bookmarks. The
developed model can help examination,
analyzing and optimizing the flowing processes
in exchanging such data in the router rules.
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